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Abstract—This paper proposes a new numbering method for 
a fragile watermarking algorithm aimed at improving color 
medical image watermarking. The proposed method uses Hilbert 
pattern numbering before watermarking operations such as 
parity bits check and comparison between average intensities as 
the authentication data. The authentication data embedded in the 
same host image are utilized to localize any tamper using block-
wise approach. The method is very effective since it only requires 
a secret key and public, chaotic mixing algorithm to recover the 
attacked image. We use the Hilbert mapping approach, which is 
more compatible with medical image modalities, which is not 
only specifically to the square shape of image but applicable to all 
kinds and modalities of the image. We propose the algorithm to 
match the criterion of having 3 planes in a color image. The 
peak-signal-noise-ratio value of the proposed scheme is very good, 
achieving up to 56 decibelf.  
Keywords—authentication; Hilbert; localization; security; 
recovery 
I.  INTRODUCTION 
Authentication method is seen as very important in 
medical images. A study of [1] has reported that the evaluation 
method for medical image watermarking techniques should be 
more stringent than regular image watermarking. One of the 
reasons is the medical images are available in different sizes 
and modalities such as CT, MRI, and X-ray. A watermarking 
scheme for medical image should invisibly embed data in the 
image without changing its size or format. The watermarking 
scheme should also compatible to all modalities of medical 
images. Among the criterion that is focused in medical image 
watermarking is the importance of not changing the meaning 
of even one pixel to ensure no misdiagnosis happens.  
A watermarking method is considered good if it survives 
after being attacked by various kinds of noise. Medical images 
usually degrade when transmission because of Gaussian noise. 
Therefore, when developing a new watermarking method, the 
requirement is to be robust against Gaussian noise and speckle 
noise.  
Another requirement of a quality watermarking method is 
to solve the problem of vector quantization (VQ) 
counterfeiting attack and collage attack. One popular way is 
by breaking block-wise independence as proposed by [2].  
Chang (2007) [3] claims that modification to some blocks 
would be done effortlessly if malicious attackers know the 
block-mapping sequence in advance, which in this case, when 
we use the typical raster pattern. Hung (2013) [4] also states 
that a unique scan pattern is known as a secure method of 
encryption for having great compression before embedding, 
which can be further investigated in this research whether it is 
also good in watermarking or not. 
The block numbering process is seen as critical as it also 
decides the location of the embedded watermark data when 
mapping. With the probability of getting the tamper attack in 
the middle of medical image is high, a unique numbering 
system is seen as helpful to protect the  region  of  interest  in  
the  middle [5].  However, as we aim to develop schemes that 
is compatible with all types of modalities, we cannot say that 
the region of interest (ROI) is definitely only in the middle. As 
an example, a scanned femur in MRI will has the ROI as from 
top to the bottom of the image as that part of a body is long. 
Lin et. al [2] proposed the idea of embedding the recovery 
data of original block into another block in cover block. This 
is to separate the block independency, which can optimize the 
security of original data. The method is very efficient and time 
saving since it only uses two simple operations for 
authentication, which are parity bits check and average 
intensities comparison. The embedding space is three least-
significant-bits (LSBs) in every bit of pixels. The detection 
process is based on a hierarchical structure which three times 
of checking are done. Based on the approach in [6] which 
using unique and random mapping using two-dimensional 
transformation, [2] used public chaotic mixing algorithm to 
recover tampered images.  
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This work is a start to more researches in digital 
watermarking [7-13]. Zain et. al [7] improved the method by 
embedding the recovery data into the most least significant bit 
(LSB) since the focus was on medical images, which carry 
crucial information in every pixel. To avoid any perceptible 
issue, only one LSB used to store watermark data is good for 
grayscale digital image.  
Lin et. al [11] proposed a watermarking scheme for color 
images which also based on block-wise mechanism [8]. The 
watermark data are inserted in two LSBs in each plane, red, 
green and blue (RGB). It does not go through any process of 
color space transformation. The watermark data are the mean 
of each block and the quantization of them. The recovery 
results are excellent. 
Liu (2012) [12] proposed an improved block-wise 
watermarking, which is developed for color image [9].The 
authentication data are achieved by using a dual-option parity-
check method and morphological operations. The recovery 
data are the feature information of the host color image and its 
corresponding block-edge-pattern information. The block-
edge-pattern consists of the gradient of the intensity and the 
pattern index of the block. The YCbCr color space is adopted 
for the proposed design since the color pixel in this space is 
separated by luminance and chrominance components, which 
makes the embedding easier. The results of detection and 
recovery for this scheme are very promising. 
 A technique which integrates the embedding, localizing 
and recovering functions have been proposed by [13] as an 
authentication watermarking using spiral manner mapping for 
grayscale images. The authentication data are parity bits and 
average intensities, enlightened by [2] and [7]. However, the 
new numbering method used, the spiral pattern before 
embedding shows the results of detection and recovery is 
much better than using sequence mapping. The peak-signal-
noise-ratio (PSNR) value is high, up to 70 decibel (dB) and 
the operating time is very fast. It is able to recover the valid 
digital image from various types of attacks such as changes in 
the pixels, changes of colors, block removal and various filter 
attacks. However, the images to be watermarked are limited to 
square shape image.  
According to the review done, many researches of image 
watermarking were developed for square shape images [9-13]. 
While in researches of medical image watermarking, popular 
images to be samples of watermarking research are grayscale 
ultrasound, grayscale CT and MRI [6, 8, 13, 14]. We see this 
as the limitations in watermarking.  
In this paper, we propose an algorithm of watermarking as 
an improved modification of the existing numbering and 
embedding technique [13] to protect all shapes and all types of 
grayscale and color images. We develop Hilbert manner 
numbering to fully cover up the watermarking area in the 
image, and embed it to all planes of RGB to recover any 
tamper of color medical image successfully. 
II. THE PROPOSED SCHEME 
Based on the issue related to this research indicated in the 
previous section, the following research diagrams in Fig. 1 and 
2 has been planned for this research to improve the models 
from [2, 7, 14]. The objective of this research is to develop a 
new technique for authentication, which appropriate for all 
medical imaging modalities, grayscale and color images. 
Due to that, the samples in this research are from various 
modalities, CT, MRI, PET, ultrasound, mammogram, DTI and 
simple X-ray images. All these samples have different 
qualities, sizes, height and width. Some of them are 8 bits and 
some are 16 bits. The type of images is bitmap. There are 
many medical scanners that move forward to produce color 
images, and due to that, a watermarking that can work with 
grayscale images and also color images is competent to be 
integrated with current Hospital Information System or any 
clinical database. 
Our proposed scheme can perform both tamper detection 
and recovery. Enlightened by [2], tamper detection is achieved 
through block-based, two-level inspection of authentication 
data in blocks. The recovery data is achieved through the 
feature data of original blocks hidden in other blocks in the 
cover image. The improvement in this scheme is significant. 
In spite of using sequence numbering like [2], this scheme 
uses Hilbert pattern to improve the results. 
A. Numbering Pattern 
Before embedding, the blocks in the image should be 
numbered and mapped to decide the location of blocks as the 
watermark data. A unique style of numbering and mapping of 
pixels can guarantee the top performance of authentication 
system by spreading the numbered data as far as possible from 
the original location [14]. Hilbert is one of space filling curves 
and a unique style of scanning and numbering, such as shown 
in Fig. 2. Hilbert curve is a pattern developed by David 
Hilbert, a German mathematician in 1891 [15]. The proposed 
embedding technique starts with numbering by the Hilbert 
manner. It starts at random pixel and directly follows the 
generated iteration, which is +L, -L, +R and –R as stated in 
Table 1. This mapping can solve the withdraw faced by [10] 
because it covers all pixels as long as it is not being numbered 
yet. 
For an M × N sized RGB cover image, each color plane is 
divided into non-imbricating blocks of size m_height × 
m_width. In this study, the blocks are set to 8 × 8 blocks when 
designing the HILBERT-LSB-C scheme. Then, numbering 
process takes place by applying the Hilbert path to get the 
non-sequential, unique order of image blocks of pixel before 
mapping.  
Then, the mapping is done pseudo-randomly for all blocks 
generated by a one-dimensional transformation in (1), 
Β = ሾሺ݇ ൈ ݄ሻ݉݋݀ ௕ܰሿ ൅ 1,            (1) 
where B is the watermarked block, h is Hilbert, Nb is block 
numbers, and k is the secret key;  to ensure all blocks get the 
new location in the host image when embedding.  
B. Embedding   
The embedded watermark in each sub-block is a 3-tuple (v, 
p, r), where both v and p are 1-bit authentication watermark, 
and r is a 7-bit recovery watermark for the corresponding sub-
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block within the original block (block A) mapped to 
watermarked block (block C).  
In this scheme, the watermark on the cover image is 
formed by authentication information of 2 bits and recovery 
information of 7 bits  for each sub-block contained 16 pixels 
(4 x 4), which make the total of 21 bits from three planes for 
each 16 pixels. By using the block mapping sequence, the 
authentication and recovery information of the original or 
cover plane are generated and embedded into its mapping 
block  of host plane of the image. The process is improved 
from HILBERT-LSB as follows: 
1) Start with red plane, set the LSB of each pixel within 
the blocks, C to zero.  
2) Calculate the average intensity of the block in R 
components, denoted by AvgC.  
3) Calculate the average intensity of each four sub-
blocks in a block, denoted by AvgCs. Generate the 
comparison between the average intensities of the blocks and 
sub-blocks as the authentication watermark, v, of each sub-
block in the plane as: 
         ߭ ൌ ൜ 0,             if AvgCୱ ൏  AvgC1,              if AvgCୱ ൐  AvgC                           (2) 
4) Generate the parity check bits, p, of each sub-block 
in the red plane as: 
     ݌ ൌ ൜0,   if the parity number is even1,   if the parity number is odd                       (3) 
5) From the mapping sequence done in the first phase, 
obtain block C from the cover image whose recovery 
information will be stored in block H of the host image.  
6) Compute the average intensity of each sub-block (Cs) 
within C, denoted by AvgCs. 
7) Obtain the recovery intensity, r, of Hs by taking the 
seven most-significant-bit (MSBs) in AvgHs.  
8) Embed the 3-tuple watermark (v, p, r), each in the 
LSB of each pixel in H in red plane.  
9) Repeat the steps from 1 for green plane and blue 
plane, as shown in Fig. 1. 
 After the watermark bits are generated and embedded 
into its host color image, then the watermarked color image is 
formed. At this point, the image is ready to be stored, 
transmitted and shared. The process of validating whether the 
image is authentic or not is needed only after it is transmitted 
or shared, which is done by the tamper detection process. 
For each sub-block Hrs of 4 x 4 pixels within the block Hr, 
perform the following steps: 
1) Extract v and p from Hrs.  
2) Set the LSB of each pixel within the red component 
of the Hrs to zero and compute the average intensity for each 
sub-block Hrs, denoted as Avg_Hrs. 
3) Set the algebraic relation ́ݒ  = 1 if Avg_Hrs ≥ 
Avg_Hr, otherwise, set it to 0. 
4) Count the total number of 1s in Avg_Hrs and denote 
it as Ps. 
5) Set the parity check bit, ݌́ of Hrs to 1 if Ps is even, 
otherwise, set it to 0. 
6) Compare  ݌́ with p and compare ́ݒ with v. If they are 
not equal, mark Hrs as tampered and complete the detection 
for Hrs; otherwise mark it as valid.  
The valid sub-blocks will go through the next step 
while the tampered sub-blocks will continue with recovery 
phase.  
7) For each valid block Hr of size 8 x 8 pixels, find the 
block number of block D, where block D is the one in which 
the intensity feature of block Hr is embedded. 
8) Locate block D. 
9) If block D is marked tampered, assume block Hr is 
valid and complete the test. 
10) If block D is valid, obtain the 7-bit intensity of each 
Hrs by extracting the LSBs from each pixel in the 
corresponding block within block D, padding one zero at the 
end to make an 8-bit value. Compare with Avg_Hrs and mark 
Hr tampered if they are different. 
11) Repeat steps for green, Hg, and blue, Hb, plane.  
As shown in Fig. 2, the recovery of tampered image phase 
follows after the image is validated as tampered. For a 
tampered color image, the recovery data for each plane is 
stored in respective plane.  The recovery procedure is 
described as follows (tampered block is named as block T and 
recovery bits block as block R):  
1) Determine the block number of block R by using the 
secret key formula.  
2) Trace block R.  
3) Obtain the 7-bit intensity of each sub-block within 
block T, padding one zero to the 8th bit to make an 8-bit value. 
4) Replace the new intensity of each pixel within the 
sub-block with this new 8-bit intensity. 
5) Repeat step 3 and 4 for all sub-blocks within block T 
in red plane that have been tampered.  
6) Repeat step 1 to 5 for green and blue plane. 
III. RESULTS AND DISCUSSIONS 
The metric used in this research is PSNR, one of metrics to 
determine the degradation in the embedded image with respect 
to the host image. A general rule of PSNR is the values over 
36 dB in PSNR are acceptable in terms of degradation, which 
means no significant degradation is observed by human eyes 
[16]. 
The average PSNR value for watermark embedded images 
is satisfactory, 57.98 dB. As the PSNR value is high, there is 
no visual difference between the original image and the 
watermarked image, such as shown in Fig. 3.  
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While many researchers focusing in watermarking for color 
images use the approach of transforming the original color 
space to color space for the purpose of easy embedding without 
major changing in the image [8, 12, 17], this scheme promotes 
embedding in the original space of medical image. The medical 
scanner such as x-ray, MRI and CT scanner usually store the 
image in RGB, and for the purpose of protecting the originality 
and integrity of the medical information, the original space is 
kept untouched.  
The performance evaluation of tamper proofing and 
recovery on different attacks is performed by detecting and 
restoring the changed content of the watermarked color image. 
In the experiments, cut-and-paste attack, collage attack and 
counterfeiting attack are performed to attack the watermarked 
image. These are the well-liked attacks of attackers to ruin the 
data in medical images [12]. Fig. 4 - 6 show the result after the 
images are being tested with several popular attacks. 
To inspect the performance of the HILBERT-LSB-C, the 
same type of watermarking techniques that embed information 
into a host medical image in a block-wise trend are chosen for 
a reasonable comparison. The color medical image 
watermarking methods proposed by [18] as Adaptive 
Threshold (TMAP) method, [19] as ROI-based fragile 
watermarking and [20] as Region-based Watermarking for 
Robust and Fragile are chosen to compare. HILBERT-LSB-C 
uses a hierarchical structure to develop the watermarking 
method for color images, thus the accuracy of tamper 
localization can be ensured. Here, the method is separately 
applied to each color channel in the RGB color space for 
achieving color image watermarking. 
 In the method proposed by [18], the input image is also 
divided into blocks of size 8 × 8. The same block-based 
algorithm with embedding in LSB is proposed. The proposed 
method provides a good trade-off between capacity and the 
imperceptibility of a watermarking system into square images. 
It is also able to restore the original cover image. There are 
also embedded medical diagnosis reports of patients in 
medical images. The PSNR value of embedded image is 
strong too, which is ~56 dB for 8 x 8 block division. Although 
every result is similar to HILBERT-LSB-C, but the scheme is 
still compatible to squared grayscale medical images only.  
Schemes by [19] and [20] have similar approach which is 
to embed in RONI of the image. However, the average PSNR 
values of embedded image are different. Eswaraiah and Reddy 
(2014) [19] state that the results of PSNR value range from 51 
dB to 56 dB. It is satisfactory. While [20] state that their 
results of PSNR value range from 32 dB to 35 dB. This is due 
to the watermark data that is also being inserted in the three 
sub-bands, HH, HL and LH.  
To conclude the result, although all these schemes are 
compatible to all medical modalities, yet [18] still has the 
limitation of square image only as dataset, beside all of them 
can only embed in grayscale images. 
The watermark data generation and embedding process are 
done in each plane. The data is still embedded in the LSB of 
each pixel in each data. This can make sure there is no change 
in our human visual system in order to prevent the clinical 
professionals from making wrong diagnosis. The generated 
recovery bits are believed to be sufficient when each pixel has 
the stored data in another pixel in each plane. We choose to 
embed in the original RGB plane and not transform it into 
YCbCr space components, as detailed by [12], [8], and [17] or 
any other components [9] since we use the method of 
embedding in the LSB. 
IV. CONCLUSIONS 
In a nutshell, comparing the average PSNR value with 
other methods [7, 8, 12], we believe the algorithm of Hilbert 
numbering for color method can cover all the criteria needed 
for medical image watermarking. The recovery bit of each 
original block will be embedded as far as possible to make 
sure although the image has been attacked with any vast 
attack, the recovery bit still can survive and the image is 
recoverable. The Hilbert numbering method is believed 
compatible for various types of images, color and grayscale. It 
is also equipped with detection, localization and recovery 
function. There is no issue of lacking space to embed and 
requiring much capacity of data as we optimize the three 
planes of RGB for storing watermark data. 
 
TABLE I.  HILBERT PATTERN 
Mapping Unit in iteration Unit generated 
+L +R +L +L –R 
-L -R –L –L +R 
+R +L +R +R –L 
-R -L –R –R +L 
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Fig. 3. (From left) The brain image used in the simulation and the watermarked color images (PSNR: 57.1472) 
 
Fig. 4. Filter attack; (from left) tampered 'brain tissue' with mosaic filter ; detected 'brain tissue'; recovered 'brain tissue' (PSNR: 65 dB) 
 
Fig. 5. Cut-and-paste attack; (from left) tampered 'fetus', tamper detected 'fetus' ; recovered 'fetus' (PSNR: 69 dB) 
 
Fig. 6. Collage attack; (from left) tampered 'hand'; tamper detected 'hand'; recovered 'hand' (PSNR: 63.5 dB) 
 
 
2015 4th International Conference on Software Engineering and Computer Systems (ICSECS), Kuantan, Pahang, Malaysia. August 19-21, 2015
20
